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Mainframe and terminals



  

Servers and client workstations



  

Design requirements, part 1

● The physical security of all hosts is not 
assumed

● Packets travelling along the network can be 
read, modified and inserted at will

● Machines that provide services must be able to 
confirm the identities of people who request 
services
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Service Ticket
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Service Ticket
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Service Ticket
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Design requirements, part 2

● Users only have to enter their password once, 
at the beginning of the session

● Password should not be sent in cleartext



  

Ticket Granting Service
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KDC Reply
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Ticket Lifetime
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Design requirements, part 3

● A network service must be able to prove that 
the person using a ticket is the same person to 
whom that ticket was issued



  

Session Key
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Authenticator
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Authenticator, non-reusable
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Initial login
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Mail program
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Mutual authentication
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It’s just an introduction!

● Cross-realm trust, transitivity
● Changes in Kerberos 5
● sssd, FreeIPA, Samba 4, GSSAPI
● Credentials caching
● Kerberos browser integration
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